
 

 

PRIVATEEYE 
ACTIVE DISPLAY PROTECTION 

 
The Problem 
How do you keep people from looking over your 

shoulder while using your computer? Do you ever try 
to sneak a peak at someone else’s computer display? 
While not everything needs to be private, a surprising 
amount of what we do is of interest to our 
coworkers, competitors, or hackers. Simple actions 
such as walking to a printer, turning our head to 
converse with a colleague, or working in a public 
place can leave our data at risk. The distance 
between a computer screen and our eyes is the first 
two feet of our digital world that needs to be 
secured. 
 
The Modern Workforce 
IT managers face many security challenges especially 

when workers increasingly need access to sensitive 
information in public places. All industries need to 
protect proprietary and sensitive information to 
comply with the numerous federal data privacy and 
control regulations while at the same time ensure 
timely data services within a tight budget. The 
modern mobile workforce puts these valuable 
financial results, personnel records, legal documents, 
audit analyses, health care records, and business plans 
out on the road, in airplanes, coffee shops, and 
customer sites where they can be easily viewed by 
other people. Surveys have shown 90 percent of 
workers are concerned about eavesdroppers looking 
over their shoulders. How do you enable effective 
use and still control visual access to data without 
building walls around each one of your users? 
Oculis Labs offers new solutions to solve these 

problems. 

The Solution 
PrivateEye™ is active display protection software 

that responds conveniently and  automatically to a 
user, without additional IT security training or 
knowledge. PrivateEye presents a normal clear screen 
when the user is present and looking at the display, 
but when the user’s attention moves away from the 
display – for example to answer the phone, or to talk 
to a colleague – the software immediately blurs the 
screen. Similarly, if PrivateEye detects an 
eavesdropper it can automatically blur the screen and 
alert the user by providing a window with a picture of 
the unauthorized eavesdropper. The solution also 
includes an automatic facial recognition engine that 
will authenticate the user and only clear the screen 
for that specific person. PrivateEye requires only a 
standard webcam be present to determine the user’s 
attention to the screen.  
Oculis Labs is a full generation ahead of the 

competition for protecting displays. PrivateEye 
outperforms passive plastic filters, provides active 
screen protection, essential eavesdropper detection, 
and convenient face authentication, all at a lower 
cost.

 
  



 
 

Additional Information 
www.oculislabs.com  Oculis Labs 
info@oculislabs.com  338 Clubhouse Road 
410-891-1701   Hunt Valley, MD 21031 
 

PrivateEye Benefits 
• Software Only – PrivateEye only needs an 

embedded or aftermarket webcam. 
• User Centered Security – The software 

senses the user’s attention to actively protect 
the screen. 

• Face Recognition – The solution will lock a 
computer if the trusted user has not looked at 
the screen for a configurable amount of time. 
When the user looks back at the screen, 
PrivateEye will recognize them and 
automatically unlock the screen. If anyone else 
tries to get into the computer, the face 
recognition system will keep them out. 

• Multiple Users – The software can be 
configured to recognize and provide access to 
multiple authorized people. 

• Eavesdropper Detection – PrivateEye will 
detect and alert the user when eavesdroppers 
are looking over your shoulder. 

• Eavesdropper Protection – The software 
can automatically blur the computer display on 
detection of an eavesdropper. 

• Pause/Resume Control – There may be 
times when a user wants to turn off screen 
protection, for example, to give a presentation 
to others. The user can pause and resume 
PrivateEye by simply double-clicking on the icon 
in the task bar. 

• No Brightness Reduction or Distortion – 
Unlike plastic screen filters that reduce the 
brightness of a computer screen and make it 
difficult to read, PrivateEye does not affect the 
screen in any negative manner. 
 

 
 
 
 
 
 
System Requirements 
 
CPU:     1.0 GHz processor 
 
RAM:     1 GB of memory 
 
Operating System Support:  Windows XP SP2 or greater 

Windows Vista 
Windows 7 

 
Camera Support:   OEM or embedded webcam 

All aftermarket webcams
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


